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Key Takeaways

Database of "unhackable” mitigations

Secure OT connectivity principles

unidirectional gateway technology
hardware-enforced remote  access
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Introduction & Methodology

The incident database and
numbers in this report regarding
breaches and outages are certain
to be an underestimate.

In 2025, there were breaches
that met the strict inclusion

criteria for this report: a surprising
25% decline over 2024.

Note — why include IT incidents?
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Note — why track these industries and not
others?

Waterfall Security Solutions
STRIVE

Summary:

[}
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OT Incident Macro Trends

A clear majority of cyber attacks with physical consequences are the result

of ransomware criminal groups

Summary:




Nation States & Hacktivists

Nation-state and
- hacktivist attacks
[ |
I in 2025.
L [ ]
Hacktivists

Nation States



Nation states can be cost
conscious, using as little of their
attack capabilities as needed to
achieve a specific mission

objective — be confident they
have materially greater
capabilities in reserve than they
have yet revealed in public.
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Geographies and Industries

Process Industries

All automated industrial
operations in all geographies are
potential targets and should
deploy defensive measures
proportional to credible threats
and credible consequences.

Essentially every automated
industrial operation can be a
target of cyber-sabotage attacks
that impair physical operations.




Recommendation (2):

Summary:

How Operations Were Impacted




There are four ways ransomware

affects physical operations: direct

compromise of OT automation,

“‘abundance of caution” shutdowns,

OT dependencies on IT systems Recommendation (3):

crippled in an IT ransomware
attack, and external supply chain
dependencies — where ransomware
shuts down a key supplier, or key
customer of an industrial
operation.

Summary:
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Noteworthy Incidents & Near Misses

Jaguar / LandRover

United Natural Foods

The Jaguar / LandRover incident

was the most expensive physical
consequence of a cyber attack in
2025 (USD $2.5B), comparable to

the NotPetya impact on Maerk
Pharmaceutical in 2017 (USD $1.4B)
and the Stuxnet attack on Iran's
nuclear weapons program in 2010
(USD $2-3B)

Ships ran aground

Recommendation (6):
Recommendation (4):

Collins Aerospace

Recommendation (5):
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Hacktivists

Recommendation (7):

Summary:

Polish Energy Sector Attack

Russia's attack on Polish
distributed generation was a near
miss — power continued to flow
uninterrupted — but demonstrated

that critical infrastructures are in
scope for Russia-backed nation-
state attacks.




Recommendation (8):

If an attack "bricks” the majority
of a certain model of PLC's or
other automation equipment at

a site, can replacement
equipment still be purchased from

reliable sources, or must

the site carry out an emergency
upgrade, with associated
development, testing, certification
and deployment costs?
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Summary:

Recommendation (9):

Broader Attack Trends

FBI Reports of Ransomware Victims
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Outside of the OT domain, there is
evidence of a leveling-off in 2025 of
ransomware attacks and encrypting
ransomware attacks.

Summary:
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Analysis — Where Did the Attacks Go?

Hypothesis: Fewer ransomware
attacks mean fewer breaches.

The reasons for ransomware
attacks leveling out in 2025 reduce
attacks by constant percentages.

In the absence of new reasons
emerging or percentages changing,
ransomware attacks are expected
to resume increasing in 2026-2027.

Hypothesis: Fewer attacks are being
reported in public

Recommendation (10):
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Recommendation (11):

Hypothesis: Defenses are becoming
more capable.

Conspiracy theories postulating
"huge” numbers of unreported high-

physical-consequence attacks are
not credible.
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78

Both attacker and defender tools

and techniques continue to improve
incrementally.
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Summary:

Defensive
Developments



CIE Engineered Controls Database

Many tools and techniques in the
CIE body of knowledge are in a real
sense “unhackable" — they carry

out their protective functions
reliably, even in the face of the
most sophisticated-imaginable
nation-state-grade cyber assaults.

Recommendation (14):

Summary:
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Secure Connectivity Principles

The new UK NCSC et al. advice
recommends hardware-enforced
unidirectional protections -

protections that, when deployed
correctly, even nation-state
adversaries struggle to overcome.

Controlling the flow of attack
information is essential to

preventing cyber-sabotage and is
not a “"compensating measure.”
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Looking Forward

It is not reasonable for workers at
industrial sites to increasingly fear
for their lives as their workplace

becomes increasingly automated,
increasing both cyber targets and

cyber attack vectors. To protect
workers, we must deploy
deterministic “unhackable”
defenses, in addition to software /
cybersecurity defenses.
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Appendix A — 2025 Data Set

Date

Victim

Region

Industry

Attacker
Type

Consequence

Summary

References

Several ships,

A 15-year-old logged into a
portal that controls the
routes of oil tankers and

Mediter- including oil tankers transport ships in the icsstrive.com
2025-01-19 Many ranean Transport Hacktivist - 9 N Sp P . TS
3 diverted off course in  [Mediterranean Sea, changing corriere.it
ea .
the Mediterranean Sea [some routes. The teenager
was referred to youth justice
in Italy.
More than 79 print
Lee Pulb & newspapers cancelled,|Qilin ransomware criminals icsstrive.com
2025-02-03 Enterprises USA Pa per Ransomware |delayed or forced to  |attacked a large newspaper | pressfreedomtracker.us
P P print smaller versions  |printer cybersecuritydive.com
for over 10 days
Production at 8
factories shut down
for over 12 days. icsstrive.com
2025-02-07 chl UK Pulp & Ransomware Customers reported ' Cybfar attack hits CPI'prmtlng thebookseller com
Paper delays in printing their |- UK's largest book printer T
reddit.com
books as long as 18
days after the initial
attack.
Gas stations & other  |Ransomware attack on IT icsstrive.com
2025-02-09 | Sault Tribe USA Oil & Gas | Ransomware [facilities closed for 2 |impacted numerous myupnow.com
weeks computer and phone systems | therecord.media
Ransomware encrypted
equipment on the IT network.
Discrete Two factories shut lenr:gau?f] 'itn}’\fvsv:;i%gohgetdh?; icsstrive.com
2025-02-11 | Alf DaFre Italy Ransomware |down and 350 people gn | ; decripto.org
Mfg . production to continue :
laid off for 8 days . comparitech.com
operating up to 36 hours,
suggesting OT was not
breached.
Food & Operations at St . icsstrive.com
2025-02-22 Ganong Canada Beverage Ransomware |Stephen facility were |Very few details released fina bcA oo
d affected temporarily Hpa.be.ca
. - } Lynx ransomware group . .
2025-02-25 Sturmer Germany | Transport | Ransomware Det|ver|e§ Qeloyed compromised the machine lcastrve.com
Maschinen not specified how long csoonline.com
wholesaler
Temporarily impacted Few details. A ransomware
) mp y Impacts group later took credit for the
National ; shipping and receiving ) ]
Discrete attack. The company says icsstrive.com
2025-03-01 Presto USA Ransomware |and some ;
; Mfg ) temporary work-arounds securityweek.com
Industries manufacturing ’ o
were put in place for critical
processes.
processes.
Discrete "Production losses Few details released, but icsstrive.com
2025-03-02 | Adval Tech|Switzerland MF Ransomware |could occur at various |criminal charges against a cybermaterial.com
9 locations” ransomware group were filed inside-it.ch
A cyber attack on the crystal
Approximately 3% of  |awards and gifts
2025-03-07 | Crystal D USA Discrete Unknown orders'deloyed durmg monufocturer'shut down icsstrive.com
Mfg a multi-day production |order processing and asicentral.com
shutdown production for a number of
days
} . Company issued a profit
Astral South Food & Chicken processing warning due to costs and icsstrive.com
2025-03-16 ; Unknown plants shut down for ] ;
Foods Africa Beverage revenue delays from cleaning therecord.media
one week
up after cyber attack
Kuala A|rport.d\sptoys, Few details were released.
L check-in and baggage N ;
umpur ] handling became Authorw‘ues mmotly denied icsstrive.com
2025-03-23 InFer— Malaysia | Transport Unknown inoperable for 1-2 impacts on flights, but iobstore com
national davs. leading to flight reports from travellers Jobstore.com
Airport ys. 9 9 contradicted these denials.

delays
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https://icsstrive.com/incident/italian-furniture-company-alf-dafre-shuts-down-factories-after-cyberattack/
https://decripto.org/en/treviso-hacker-attack-on-alf-dafre-furniture-company-350-workers-end-up-on-lay-off/
https://www.comparitech.com/news/ransomware-roundup-february-2025/
https://icsstrive.com/incident/ransomware-attack-at-canadian-chocolate-manufacturer/
https://fipa.bc.ca/ganong-bros-says-its-investigating-cybersecurity-incident/
https://icsstrive.com/incident/800-gb-databreach-at-german-manufacturer-sturmer-maschinen/
https://www.csoonline.com/article/3832324/sturmer-maschinen-von-ransomware-attacke-getroffen.html
https://icsstrive.com/incident/disruptive-cyberattack-hit-presto-home-appliance-manufacturer/
https://www.securityweek.com/cyberattack-disrupts-national-presto-industries-operations/
https://icsstrive.com/incident/production-disrupted-at-swiss-metal-and-plastic-component-manufacturer/
https://cybermaterial.com/adval-tech-cyberattack-disrupts-operations/
https://www.inside-it.ch/industriegruppe-adval-tech-wurde-mit-ransomware-angegriffen-20250307
https://www.inside-it.ch/industriegruppe-adval-tech-wurde-mit-ransomware-angegriffen-20250307
https://www.inside-it.ch/industriegruppe-adval-tech-wurde-mit-ransomware-angegriffen-20250307
https://icsstrive.com/incident/crystal-d-hit-by-cyberattack-orders-delayed/
https://members.asicentral.com/news/industry-news/april-2025/after-cyberattack-crystal-d-fully-operational-again/
https://icsstrive.com/incident/south-africas-largest-poultry-producer-profits-fall-after-cyberattack/
https://therecord.media/cyberattack-delays-south-african-chicken-producer
https://icsstrive.com/incident/ransomware-attack-disrupts-kuala-lumpur-airport/
https://news.jobstore.com/2025/03/26/cyberattacks-on-mahb-delay-klia-flights-delaying-thousands/
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Partial halt in fuel Few details beyond that
distribution to gas workers were told not to log in icsstrive.com
2025-03-26 Lukoil Russia Oil & Gas Unknown |stations & other to their accounts after an newsukraine.bc.ua
consumers for several [unusual error message showed |united24media.com
days on many computers
DDOS attack crippled Platon
ey . . Over one thousand system that provides drivers icsstrive.com
ClLis o B/ Platon Russia Transport Hacktivist trucks could not move |with destinations and route obozrevatel.com
maps
Instituto de . Few details beyond that the
. Production of
Pesquisas Pharma- radioisotopes used in plant was scheduled to restart icsstrive.com
2025-03-28 | Energéticas Brazil . Unknown o Mar 31, with resumed -
ceuticals medicine stopped for : g gov.br
e Nucleares 13 davs shipments of medicine
(IPEN/CNEN) Y expected Apr 10
Temporarily impacted
Sensata's operations,
Vi Discrete including shipping, No details released beyond 8-K icsstrive.com
AR sensata USA Mfg Ransomware receiving, and statement cloudfront.net
manufacturing
production.
Lake Water & Water flows at 497 /s ng’?/ftgﬁiiccjegs?gﬁe%?:tv:card . icsstrive.com
2025-04-07 Risevatnet Norway Hacktivist |above normal for 4 ; ) . :
D Wastewater panel. No risk to public - river hackread.com
am hours o
capacity is 20,000 /s
"Hackers" accessed crossing
Incorrect messages butt trol ¢ t
s coming out of I‘Lg {on eon é? Sys ehms —dmos . .
2025-04-19 City in Siticon USA Transport Hacktivist  |[handicap-accessible kely using Bluetooth and a 7lcsstr.|ve‘com
Valley ) ; default password - and theregister.com
pedestrian crossing ) . " o
substituted "funny" / political
buttons R
recordings
. . Some factories . . icsstrive.com
Masimo Discrete ; Few details disclosed beyond B
2025-04-27 Corporation USA Mfg Unknown workmg at reduced 8K filing ~ secgov
capacity hipaajournal.com
Nucor Metals & Halted C,ertgm ) No details released beyond 8-K icsstrive.com
AU Corporation USA Mining Unknown  [production operations statement cloudfroﬁt net
at various locations. I
Peter Green ngfg:g §2|pments Ransomware disrupted new icsstrive.com
2025-05-14 Chilled UK Transport | Ransomware order processing and some N
Cn processed for up to 5 o therecord.media
Logistics existing orders
days
GPS spoofing is widespread in
. ) the region, usually attributed
2 Pole Star Saudi . Contq|nersh|p MSC . |to Houti rebels, Iran and / or icsstrive.com
025-05-15 ] Transport | Nation State |Antonia ran aground in . T
Global Arabia Israel. The ship ran aground gcaptain.com
Red Sea )
because its AIS system was
confused by spoofed GPS data
Few details beyond that a
Food & Uphal Germany plant |cyber attack impacted at least icsstrive.com
2025-05-16 | Arla Foods | Germany Beverage Unknown |halted & reduced IT systems leading to a food.com
9 production for 6 days |shutdown + delayed or yahoo.com
cancelled orders
Factory employing 240 Napkin manufacturer hit by
Pulp & people shut down for 3 ransomware was forced to icsstrive.com
2025-05-19 Fasana Germany Ransomware . declare bankruptcy after TR
Paper weeks, business securityaffairs.com
factory was shut down for 3
declared bankruptcy
weeks.
Pulp & Three factories Cardboard manufacturer hit b T
2025-05-23 Wellteam Germany P Unknown |stopped production Y security.de
Paper cyber attack p
for about one week csoonline.com
Ransomware impacted
ey Mediehuset Pulp & Unable to print one business systems & print icsstrive.com
Bl e Altaposten Norway Paper Ransomware edition of newspaper |edition of newspaper. Online altaposten.no
editions were still available
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https://icsstrive.com/incident/cyberattack-shutdown-russian-oil-giant-lukoil/
https://newsukraine.rbc.ua/news/russian-lukoil-hit-by-large-scale-cyberattack-1742981848.html
https://united24media.com/latest-news/russian-lukoil-hit-by-major-cyberattack-disrupting-operations-nationwide-7075
https://icsstrive.com/incident/russian-alcohol-industry-disrupted-by-cyberattack-on-government-run-tracking-system/
https://www.obozrevatel.com/novosti-rossii/v-rossii-masshtabnaya-kiberataka-na-servis-dlya-voditelej-gruzovikov-platon-izvestnyi-detali.htm
https://icsstrive.com/incident/cybersecurity-breach-temporarily-halts-ipen-radioisotope-production/
https://www.gov.br/cnen/pt-br/assunto/ultimas-noticias/nota-de-esclarecimento-a-sociedade-incidente-cibernetico-no-ipen-cnen
https://icsstrive.com/incident/ransomware-attack-at-sensata-technologies/
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477294/cb96720a-b805-40a2-a3aa-0be192481c0a.pdf
https://icsstrive.com/incident/valve-opened-in-norway-dam-attack/
https://hackread.com/norwegian-dam-valve-forced-open-hours-in-cyberattack/
https://icsstrive.com/incident/crosswalk-audio-hijacked-across-us-spoof-messages-spread-on-social-media/
https://www.theregister.com/2025/04/19/us_crosswalk_button_hacking/
https://icsstrive.com/incident/operations-impacted-at-medical-device-manufacturer/
https://www.sec.gov/ix?doc=/Archives/edgar/data/937556/000110465925045035/tm2514064d1_8k.htm
https://www.hipaajournal.com/masimo-cyberattack/
https://icsstrive.com/incident/nucor-steel-suspends-part-of-production-after-cyberattack/
https://d18rn0p25nwr6d.cloudfront.net/CIK-0000073309/9aaebe8a-5125-4d18-99c5-cc5b6a25bfd2.pdf
https://icsstrive.com/incident/ransomware-strikes-peter-green-chilled-threatening-supply-chain/
https://therecord.media/peter-green-chilled-ransomware-uk-logistics-company
https://icsstrive.com/incident/gps-spoofing-forces-msc-antonia-aground-in-red-sea/
https://gcaptain.com/pole-star-confirms-gps-interference-caused-msc-antonia-grounding/
https://icsstrive.com/incident/arla-foods-production-disrupted-in-germany-by-cyberattack/
https://www.just-food.com/news/arla-factory-in-germany-hit-by-cyber-incident/
https://finance.yahoo.com/news/arla-cyber-hit-plant-nears-124500737.html
https://icsstrive.com/incident/german-napkin-maker-insolvent-after-ransomware-attack/
https://securityaffairs.com/179160/security/ransomware-attack-napkin-firm-fasana-insolvency.html%3cspan
https://icsstrive.com/incident/wellteam-packaging-production-stops-after-cyber-incident/
https://www.all-about-security.de/cyberangriff-legt-produktion-bei-wellteam-zeitweise-lahm/
https://www.csoonline.com/article/4002246/hackerangriff-auf-deutschen-pappspezialist-wellteam.html
https://icsstrive.com/incident/dragonforce-ransomware-locks-local-norwegian-newspaper-servers-printing-halted/
https://www.altaposten.no/nyheter/i/yE2eJ2/data-angrepet-mot-altaposten-har-mottatt-et-loesepengekrav
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United

Unable to fulfill
wholesale food

The company reports
approximately $400M in lost
sales, $25M in incident

icsstrive.com

Food & orders for 10 days. |mitigation costs, for a net /
-06- . ) ° y .
2025-06-05 Natural usA Beverage Unknown - gstailers like Whole profit loss of $50-60M. A cyber e
Foods cpomagazine.com
Foods suffered attack took down IT systems
supply shortages resulting in an inability to take
orders to deliver foods.
- DDoS attack took down one ) .
2025-06-10 unlortcx Belgium Pulp & Unknown Printing stopped for printing facility + business 7|osstr|vepom
Media Group Paper 1day cybermaterial.com
systems
Dai Multiple plants were |Ransomware hit the milk
airy . T . . .
Food & unable to receive or |processor, stealing information icsstrive.com
2025-06-11 Farmers of USA Ransomware . ;
A } Beverage process milk for a and leading to a shutdown of farms.com
merica )
short period some IT systems
Discrete Production stopped Production was able to resume icsstrive.com
2025-06-15 Siloking Germany Ransomware PP in "emergency mode" after 5 csoonline.com
Mfg for 5 days - ;
days agrartechnikonline.de
Meat, dairy, egg and ["IT Army of Ukraine" took credit
other animal-based [for a DDoS attack halted
products could not |access to Russia's Mercury
Federal State : e
. be delivered to system for certifying human- . .
Information Food & rocessing plants consumable animal products T ——
2025-06-18 | System for Russia Hacktivist [P 9p P iy bitdefender.com
) Beverage nor consumers for  |Producers were encouraged to n
Veterinary . ; therecord.media
: several hours, some [switch to manual processing,
Surveillance )
perishable goods but not all processors had
discarded as a procedures that could accept
result paper certificates anymore.
Prevented Iran from |The US military bombed Iranian
Irani launching surface- |nuclear weapons development
ranian to-air missiles at sites, and "digitally disrupted"
2025-06-22 nuclear Iran Military | Nation State . - > digitatly P therecord.media
roaram American warplanes |lranian air missile defense
Prog that had entered systems. Few other details are
Iranian airspace. released at this writing.
. Building supply manufacturer ) .
. Production and . f ) icsstrive.com
2025-06-24 | Heim & Haus | Germany Discrete Unknown |shipments stopped was h't bY a "cyber Ott.OCk heimhaus.de
Mfg that impaired production & -
for one week h comborncity.com
order processing
Production and
2025-06-30 Hero Spain Food & Unknown logistics ope"rotlon ) A cybgr ottqck shut down one icsstrive.com
Beverage stopped for "several"|plant in Spain democrata.es
days
Shipments were Wholesaler suffered
. delayed and new ransomware attack that icsstrive.com
R '"0rom Micro USA Transport [ Ransomware orders could not be |affected order processing and blackfog.com
processed other systems
RH produces and distributes
commercial drone firmware
Pycckue Xakepbl Russian army could |hacked / modified for Russian
e — ®poHTy / . Discrete . not configure ~600 |military use. The attack icsstrive.com
B Gaskar Russia Mfg Nation State new drones / day for|impaired servers & terminals tufts.edu
Group / RH several days used to install the modified
firmware at ~400 sites, not the
firmware itself.
Wibaie & Discrete Shut down factory  |Qilin ransomware shut down icsstrive.com
2025-07-09 France Ransomware |with 600 employees [the window & door france.fr
Cholet Mfg
for 10 days manufacturer france.fr
NovaBev announced that
2025-07-16 NovaBev Russia Food & Ransomware Customer shipments [ransomware hgd h|tA|ts IT |csstr|ye4com
Beverage delayed 2 days network delaying shipments scmagazineuk.com
but not affecting production.
Suspended food & A cyber attack on the food & icsstrive.com
Colabor Food & pena other goods wholesaler colabor.com
2025-07-20 Canada Unknown |other shipments up . .
Foods Beverage disrupted order processing and lapresse.ca
to 2 weeks ; X o : -
impaired ability to ship product reddit.com
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https://icsstrive.com/incident/cyberattack-at-united-natural-foods-inc-unfi-causes-widespread-disruption-and-shutdown/
https://www.youtube.com/watch?v=SPcn0B5XWVw
https://www.cpomagazine.com/cyber-security/amazons-whole-foods-distributor-united-natural-foods-hit-by-a-cyber-attack-that-disrupted-operations/
https://icsstrive.com/incident/cyberattack-forces-temporary-printing-halt-at-roularta-media/
https://cybermaterial.com/ddos-disrupts-roularta-media-in-belgium/
https://icsstrive.com/incident/siloking-manufacturing-stopped-by-ransomware/
https://m.farms.com/ag-industry-news/u-s-ag-hit-by-cyberattack-812.aspx
https://icsstrive.com/incident/cyberattack-forces-dfa-plant-disruptions-breach-of-personal-data/
https://www.csoonline.com/article/4014828/siloking-von-ransomware-attacke-betroffen.html
https://www.agrartechnikonline.de/produktion-steht-still-hacker-greifen-siloking-2890
https://icsstrive.com/incident/russias-food-logistics-paralyzed-by-cyberattack/
https://www.bitdefender.com/en-gb/blog/hotforsecurity/hackers-russia-food-hackers-ukraine-war
https://therecord.media/russia-dairy-supply-disrupted-cyberattack
https://therecord.media/iran-nuclear-cyber-strikes-us
https://icsstrive.com/incident/cyberattack-temporarily-halts-production-at-hero-espana-plant-in-alcantarilla/
https://www.heimhaus.de/info-it-sicherheitsvorfall/
https://www.csoonline.com/article/4019527/heim-haus-cyberangriff-auf-grosen-hersteller-von-bauelementen.html%3cspan
https://www.borncity.com/blog/2025/07/07/sicherheitsvorfall-bei-heim-haus/
https://icsstrive.com/incident/cyberattack-forces-temporary-production-disruption-at-heim-haus/
https://www.democrata.es/economia/ataque-cibernetico-impacta-planta-hero-alcantarilla-murcia/
https://icsstrive.com/incident/it-giant-ingram-micro-suffered-global-outage/
https://www.blackfog.com/how-ingram-micro-overcame-a-major-ransomware-attack/
https://icsstrive.com/incident/cyberattack-slows-russias-drone-weaponization-effort/
https://sites.tufts.edu/fletcherrussia/hackers-disrupt-russias-drone-weaponization-network/
https://icsstrive.com/incident/cyberattack-forces-production-halt-at-wibaie-manufacturing-in-france/
https://www.ouest-france.fr/societe/cyberattaque/une-cyberattaque-paralyse-cette-grande-entreprise-de-maine-et-loire-lusine-a-larret-26bd3bf4-5da1-11f0-a0c4-7d0511e82e11
https://www.ouest-france.fr/pays-de-la-loire/cholet-49300/cyberattaque-chez-wibaie-a-cholet-retour-sur-dix-jours-de-mise-a-larret-forcee-au-cur-de-lete-4e9ee6cc-93c0-11f0-ba23-92c6f4a2bc09
https://icsstrive.com/incident/ransomware-attack-at-novabev-group-shuts-down-2000-winelab-liquor-stores-in-russia/
https://insight.scmagazineuk.com/ransomware-incident-disrupts-russian-vodka-maker
https://icsstrive.com/incident/ransomware-attack-disrupts-operations-at-canadian-food-distributor-colabor-group/
https://colabor.com/wp-content/uploads/2025/08/07Aug4216932Colabor-EN.pdf
https://www.lapresse.ca/affaires/entreprises/2025-07-25/c-est-une-vraie-catastrophe/une-breche-de-securite-dommageable-pour-colabor.php
https://www.reddit.com/r/Quebec/comments/1m8ul1o/cest_une_vraie_catastrophe_une_br%C3%A8che_de_s%C3%A9curit%C3%A9/?tl=en
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50 flights cancelled

"Silent Crow" pro-Ukrainian

icsstrive.com

2025-07-28 Aeroflot Russia Transport Hacktivist and 10 delayed hackers claim to have erased reuters.com
7,000 IT servers —
Delays clearing
imported containers
. and increased An attack on the ICT platform ) .
Nigeria demurrage charges of Nigeria customs service icsstrive.com
2025-08-14 Customs Nigeria Transport Unknown [for shippers for delaged carao clearance maritimecybersecurity.nl
Service storing containers Ve 9 vanguardngr.com
duri operations.
uring customs
clearance
operations.
Attackers gained control of an
Shut down power . .
Tczew Hydro Electric roduction at a HMI - not clear if it was main icsstrive.com
2025-08-19 Y Poland Hacktivist [P HMI or engineering tool - and -
Plant Power small hydro power ) . cybernews.com
changed settings causing
plant .
turbine and generator to stop.
All plants shut down
for up to 5 weeks Social engineering & phishing
and full production [stole credentials to
did not resume until [compromise IT network. With . .
Jaguar / Discrete mid-November SAP shut down, everything lesstrive.com
2025-08-31 UK Ransomware : ' bbc.com
LandRover Mfg Reported $9008B stopped - could not auto-order hackershu com
direct losses with up |parts, etc. Attributed to —
to $2.5B estimated |"Scattered Lapsus”
losses for the entire [ransomware group.
UK economy.
Process All NA & SA plants Ee\ge?zttigifzmsddg\:vgnt @ icsstrive.com
2025-09-02 | Bridgestone Japan Unknown |shut down for 16 Y ; . industrialcyber.co
Mfg operations at NA & Latin
days Ameri cyberpress.org
merican plants
Shipping, receiving,
Discrete manufacturing, Attackers accessed the firm icsstrive.com
2025-09-16 Data I/O USA MF Unknown |production and via a vulnerability in a third- sec.gov
9 other functions party firewall service provider. yahoo.com
down for 3 weeks
Collins zl(;?witesltgil?nyiSvgrc?l Ransomware crippled vMUSE icsstrive.com
2025-09-19 USA Transport | Ransomware ) check-in and boarding bbc.com
Aerospace European airports software Girport.de
for 10-16 days gliport.de
Food & reduoed or shut | [Aoyperattack shutdown ot |
2025-09-24 Refresco Germany B Unknown least German plants of the e T—
everage down at least two lebensmittelzeitung.net
g beverage bottler
ays
Most of 30 plants
shut down for a Asahi recovery was slowed by . .
Asahi Group Food & week. Shipments large numbers of very old lesstrive.com
2025-09-30 ; Japan Ransomware : securityweek.com
Holdings Beverage only at 10% of systems - both IT and OT - left ; p -
s apantimes.co.jp
normal a month over from years of acquisitions.
after the incident
Hacktivists compromised PA
systems in a number of
Kelowna Two flights were Canadian and US airports with icsstrive.com
2025-10-14 Al Canada | Transport Hacktivist |delayed by several |political messages praising T
irport . ctvnews.ca
hours Hamas. Only one airport
reported associated flight
delays.
“IT Army of Ukraine" took credit
Rossel- Food & Food shipments for a DDoS attack halted VetlS icsstrive.com
2025-10-22 Russia Hacktivist P (Mercury) and Saturn tracking | securityaffairs.com
khoznadzor Beverage halted for one day . -
systems used to register the beyondmachines.net
movement of animal products
Unspecified Sonodmn govgrnm'{entbolert
Canadian Water & "Degraded service" oes not give details, but icsstrive.com
2025-10-29 Canada Hacktivist X states a cyber attack N
Water Wastewater for the community ] cyber.gc.ca
Utility tampered with water pressures

resulting in degraded service
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https://icsstrive.com/incident/cyberattack-grounds-aeroflot-flights-russias-largest-airline/
https://www.reuters.com/en/pro-ukrainian-hackers-claim-massive-cyberattack-russias-aeroflot-2025-07-28/
https://icsstrive.com/incident/cyberattack-disrupts-nigeria-customs-service-cargo-clearance-operations/
https://maritimecybersecurity.nl/incident/MyKmGRg6YW
https://www.vanguardngr.com/2025/08/cyber-attack-hits-customs-disrupts-cargo-clearance/
https://icsstrive.com/incident/ics-ot-cyberattack-disrupts-operations-at-tczew-hydropower-plant-poland/
https://cybernews.com/cybercrime/russian-hackers-target-polish-hydropower-plant-again/
https://icsstrive.com/incident/jaguar-land-rover-shuts-down-retail-and-production-sites-across-the-world/
https://www.bbc.com/news/articles/c99gd88kgxdo
https://www.hackers4u.com/how-did-hackers-breach-jaguar-land-rover-and-what-does-it-teach-us
https://icsstrive.com/incident/another-cyberattack-at-bridgestone-hurts-operations/
https://industrialcyber.co/manufacturing/bridgestone-americas-resumes-operations-after-cyberattack-damage-and-supply-chain-impact-remain-unclear/
https://cyberpress.org/bridgestone-confirms-cyberattack/
https://icsstrive.com/incident/data-i-o-corporation-recovers-from-ransomware-attack/
https://www.sec.gov/ix?doc=/Archives/edgar/data/351998/000165495425009925/daio_8k.htm
https://finance.yahoo.com/news/data-o-issues-cybersecurity-incident-130000773.html
https://icsstrive.com/incident/ransomware-attack-at-collins-aerospace/
https://www.bbc.com/news/articles/cqjeej85452o
https://corporate.berlin-airport.de/en/company-media/media-portal/pressemitteilungen/2025-10-02-update-zum-cyberangriff-auf-ber-dienstleister.html
https://icsstrive.com/incident/cyberattack-disrupts-refresco-production-systems-in-germany/
https://www.lebensmittelzeitung.net/tech-logistik/nachrichten/cybersecurity-refresco-kaempft-mit-hacker-attacke-186845
https://icsstrive.com/incident/japanese-brewer-hit-in-ransomware-attack/
https://www.securityweek.com/cyberattack-on-beer-giant-asahi-disrupts-production/
https://www.japantimes.co.jp/business/2025/11/11/companies/asahi-cyberattack-struggle/
https://icsstrive.com/incident/unauthorized-messages-broadcast-after-airport-display-and-pa-system-breach-at-multiple-north-american-airports/
https://www.ctvnews.ca/vancouver/article/flights-delayed-after-bc-airport-hacked-with-pro-hamas-messages/
https://icsstrive.com/incident/cyberattack-on-russias-mercury-system-halts-food-shipments-disrupts-supply-chain/
https://securityaffairs.com/183845/security/russian-rosselkhoznadzor-hit-by-ddos-attack-food-shipments-delayed.html
https://beyondmachines.net/event_details/large-scale-ddos-attack-hits-russia-s-food-safety-agency-disrupting-nationwide-agricultural-product-shipments-j-1-g-h-k/gD2P6Ple2L
https://icsstrive.com/incident/canadian-cyber-centre-warns-of-hacktivists-abusing-internet-accessible-industrial-control-systems/
https://www.cyber.gc.ca/en/alerts-advisories/al25-016-internet-accessible-industrial-control-systems-ics-abused-hacktivists
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2025-10-31

Tein Inc.

Japan

Discrete Mfg

Type

Ransomware

Factory in Japan
shut down for one
day, Chinese factory
shut down for one
week

The automotive suspension
manufacturer reported two
factory outages due to
ransomware but noted that
backlogs would be cleared
by using overtime and holiday
work. The "Warlock"
ransomware group claimed
credit for the attack.

icsstrive.com

tein.co.jp
linkedin.com

2025-11-28

Gerd Bar
GmbH

Germany

Discrete Mfg

Ransomware

2 factories shut
down for 7 days

Criminals encrypted parts of
the IT environment. An
announcement 7 days later
indicated that "production is
back up and running”. Few
other details were released.

icsstrive.com
cargolift.com

2025-11-30

Aras Kargo

Turkey

Transport

Unknown

All parcel pick-up
and delivery were
halted for one day

Aras Kargo's press release
said that there were short-
term delays and service
interruptions. Independent
press reported a complete
cessation of pick-ups and
deliveries for roughly one
day.

icsstrive.com
araskargo.com.tr

2025-12-14

PDVSA

Venezuela

Qil & Gas

Ransomware

Stopped loading oil
on to tankers at 10+
ports

The state-run oil firm
detected a ransomware
attack days earlier, but the
AV software it used to try to
fix the problem "affected" its
entire administrative system.
By Dec 17 ports had started
making manual records of
deliveries to avoid a longer
suspension of exports.

icsstrive.com
marinelink.com

2025-12-19

Evergreen
Printing
Company

USA

Pup & Paper

Ransomware

Suspended printing
operations for 4+
days

Customers of Evergreen
Printing Company in Belmawr,
NJ reported that the
company had suspended
printing because of a
ransomware attack. There is
no record of a public
statement by the company
about the attack.

icsstrive.com
theretrospect.com
dysruptionhub.com

2025-12-22

La Poste

France

Transport

Hacktivist

Home delivery of
parcels was
disrupted for 4 days

Pro-Russian group
NonameQ57 claimed credit
for a DDOS attack that
affected deliveries. Deliveries
were slowed because of an
impaired parcel tracking
capability.

icsstrive.com
therecord.media

lapostegroupe.com
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https://icsstrive.com/incident/japanese-high-performance-automotive-suspension-manufacturer-force-to-halt-production-in-japan-and-china/
https://www.tein.co.jp/notice/notice_01.html
https://www.linkedin.com/posts/hackmanac_cyber-update-japan-tein-inc-activity-7392131845754277888-Lhng/
https://icsstrive.com/incident/cyberattack-disrupts-bar-cargolift-production-and-it-systems-in-germany/
https://www.baer-cargolift.com/en_GB/cyber
https://icsstrive.com/incident/attempted-cyberattack-triggers-short-service-delays-at-aras-kargo-systems-restored/
https://www.araskargo.com.tr/haberler/regarding-public-information
https://icsstrive.com/incident/cyber-related-disruption-forces-temporary-suspension-of-pdvsa-oil-cargo-deliveries/
https://www.marinelink.com/news/pdvsa-resumes-oil-cargo-deliveries-533646
https://icsstrive.com/incident/evergreen-printing-cyber-incident-causing-operational-and-fulfillment-disruption/
https://www.theretrospect.com/news/the-retrospects-printer-a-victim-of-a-ransomware-grinch-dc8924fc
https://dysruptionhub.com/evergreen-printing-ransomware-new-jersey/
https://icsstrive.com/incident/ddos-cyberattack-disrupts-la-poste-and-la-banque-postale-online-services-during-peak-christmas/
https://therecord.media/la-poste-france-ddos-disruption-days-before-christmas
https://www.lapostegroupe.com/en/news/cyberattack-on-22-december

Appendix B — Sources

The authors thank and acknowledge the many incident repositories and reports we
searched to find the incidents reported in the 2025 data set.

ICS STRIVE https://icsstrive.com

https://cow-prod-www-
CERT-EU v3.azurewebsites.net/publications
/threat-intelligence/2025

Checkpoint https://research.checkpoint.com/2025/

https://cloudian.com/ransomware-attack-list-and-
alerts/

Cloudian

https://cybersecurityventures.com/ransomware-
report

Cybercrime Magazine

CyberEvents Global Cyber Threat

Loncksase https://cybereventsdatabase.org/dashboard

Cyber Security Incident Database https://www.csidb.net/

DysruptionHub https://dysruptionhub.com

European Repository of Cyber

Incidents https://eurepoc.eu

https://konbriefing.com/en-topics/cyber-
attacks.html

KonBriefing

Security & Exchange Commission https://www.sec.gov/edgar/search/

NHL Stenden University of Applied
Sciences, MCAD Maritime Cyber https://maritimecybersecurity.nl/listview
Attack Database

Tl Safe https://hub.tisafe.com/base-de-dados/
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